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ABOUT THE COURSE

Cyber-crimes have become not only numerous and diverse but also
more damaging and disruptive. Digital evidence, which constitute an
essential part of cyber-crime, is any piece of information of probative value
stored or transmitted in digital form. It is fragile and delicate in nature and
needs to be handled carefully to preserve its integrity. The sources of digital
evidence can vary from computers and laptops to mobile phones and online
social media. As collection of digital evidences from the scene of crime
effectively is a complex undertaking, it is necessary to follow standard
principles and best practices while acquiring them from the crime scene.
Establishing clear procedures for the search, collection and preservation of
digital evidence is critical, so as to maintain the Chain-of-Custody and

ensure their admissibility in the court of Law.

This course has been designed with the objective of providing the
participants with the basic knowledge of collecting digital evidences from a
variety of sources at the scene of crime. It will establish the importance of
digital evidences in the present-day crime scenario, thus, enlightening them
about the principles and best practices that need to be followed for their
collection. This course will also provide much insight on the search,
collection, handling and preservation of both volatile and non-volatile data

at the crime scene in a forensically sound manner so as to preserve their




integrity. Not only desktops and laptops, but the course will also cover the
potential evidences found in mobile phones and online social media and the
procedure for acquiring them. There will be a demonstration of various
open-source and proprietary tools and techniques that are used for the
collection of digital evidence from computers, mobile phones and online

social media.

COURSE OBJECTIVES

1. To understand the importance of digital evidences in the present-day
crime scenario.

2. To provide the participants with the basic knowledge of the principles
and best practices that should be followed while search, collection,
preservation and handling of digital evidences at the crime scene.

3. To enrich their knowledge regarding the various sources of volatile and
non-volatile evidences and techniques for collecting the same.

4. To enlighten the participants about the procedure for the acquisition of
evidences from mobile phones and different social media platforms.

5. To show demonstration of different open-source and proprietary tools
that can be used for collecting evidences from various electronic devices

found at the crime scene.



COURSE CONTENT

1. Importance of Digital Evidence.

Different types of cyber-crimes and digital evidences involved.
The fragile and delicate nature of digital evidence.
Challenges faced by the LEA in collection and preservation of digital

evidences from the crime scene.

2. Principles and Best Practices for the Collection of Digital Evidences

The principle and methodology for the collection and handling of
digital evidences.
Guidelines that need to be followed at the scene of crime.

Preservation of digital evidence without destroying or corruption.

3. Search, Collection, and Handling of Digital Evidences

Collection of volatile and non-volatile data and preservation for
further analysis.
Various tools and techniques available for handling and preservation

of digital evidences.

4. Forensic Discovery of Digital Evidences

Different sources of digital evidences in an electronic device.
Practical demonstration of various tools available for collection and

preservation of volatile and non-volatile data.

5. Collection of Data from Mobile Phones and Online Social Media

Collection and analysis of evidence from mobile phones.
Collection and Preservation of Evidence from Social Media.
Practical demonstration of different tools for collecting evidence from

mobile phones and social media platforms.



